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Progress Report on Campus Digitalization Performance Grants Indicator: Strengthening Web-based HEMIS
Under UGC NEHEP Extending Digitalization of Higher Education (DLI-6)
Date: 2082/01/15

Name of Campus: |Janajyoti Multiple Campus

Address: Lalbandi-9, Sarlahi. Madhesh Province
Website Address: https://jjmec.edu.np/

HEMIS Link: https://hemis.jjme.edu.np/login?redirect=%2F

Published HEMIS Report Digital Copy Link in Website ]https://jjmc.edu.np
{Indicator: | Strengthening Web-based HEMIS : [
Activities:Campus HEMIS establishment with online Data Entry and Reporting as UGC suggested Format:
Has Campus established dynamic full functional website and kept link of HEMIS other useful softwares in website : Yes (Y/N)
Has Campus established web based HEMIS software as UGC suggested Technology, Structure and Guidelines: Yes (Y/N)
Campus HEMIS has standard online Data entry,report structure and compatible software system with UGC HEMIS: Yes (Y/N)
Has Campus HEMIS integrated with University HEMIS to UGC HEMIS system including with provision
of online data reportingn automatically: Yes (Y/N)
Has Campus completed their recent academic data entry and generating executive reports through HEMIS system
and campus HEMIS based onine data reporting to University and UGC HEMIS: Yes(Y/N)
Has Campus their HEMIS login credential (Superadmin,Normal user name,password etc):Yes (Y. /N)
Has Campus successfully prepared and published HEMIS report based on their HEMIS reporting module and kept in website: Yes

(Y/N)
Has campus taken their official Website Domain, HEMIS Sub domain and

Campus HEMIS hosted from Nepal Government Integrated Data Management Center (IDMC) Singhadarbar: Yes (Y/N)

Attache
Necessary System and Documents Check List: d (Y/N)
1. Cover Letter For Requesting Grants Y

2.Campus Published HEMIS Report Digital Copy in Website and send to UGC {Yes
3. UGC attested document about Campus HEMIS integration and online

successfull data reporting to University and UGC HEMIS, Yes

Prepared By:.....cccuuen. Verified and Approved By:.......coeen.
IT/EMIS Staff Assistant Campus Chief

Name: Ganesh Bahadur Karki Name: Shivahari Nepal

Position: EMIS Focal Person Position: Assistant Campus Chief
Email: ganeshkarki660@gmail.com Email: jme.lalbandi@gmail.com
Mobile no: 9844248653 Mobile:no: 9854043333

Signature:...

: Signature:........... %{A JA/ ............
NN 2057 \%&
&g, S8




Campus Name: Janajyoti Multiple Campus

Campus HEMIS API Integration Check List

Address: Lalbandi-9, Sarlahi. Madhesh Province

S.N

Particular

Status
(Y/N)

Remarks

1

Dynamic Website & Software Links: Has the campus established a fully
functional website with links to HEMIS and other useful software? (Y/N)

Yes

2

UGC-Compliant HEMIS: Has the campus developed HEMIS as per UGC
guidelines, including the required modules with compulsory fields? (Y/N)

Yes

Centralized & Modular Structure: Developed with Integration,
Scalability, and Interoperability as per UGC HEMIS guidelines? (Y/N)

Yes

Standardized data management: Has the campus developed HEMIS
according to higher education academic regulatory frameworks? (Y/N)

Yes

RESTful API Implementation: Designed and developed HEMIS in
RESTful API structure and share data facility within system modules and
third-party systems like LMS. (Y/N)

Yes

Data Validation & Reporting: Ensured proper data field validation and
complete data reporting as per UGC HEMIS guidelines (UGC EMIS
Report)? (Y/N)

Yes

Real-Time Data Synchronization: Does the campus HEMIS have
automatic real-time data synchronization with the University and UGC
HEMIS? (Y/N)

Yes

Indicator-Based Reporting: Has the campus HEMIS developed with an
executive reporting module as per UGC HEMIS guidelines, ensuring
reported data matches the data in HEMIS? (Y/N)

Yes

Official Domain & Government Hosting: Has the campus HEMIS system
been hosted under the campus's official domain (sub-domain) and deployed
in the government Data Center database provided DoIT, IDMC, and
Singhadurbar/ University Server/Government Authorize Organization?

(Y/N)

Yes

10

Development Technology and Hosting Platform: Has the campus
HEMIS implemented in Open-source technologies and fully supported

cross-platform. (Y/N)

Yes

Note: Based on the submitted information, UGC will review and validate the campus HEMIS.
UGC reserves the right to accept or reject API-based integration with the UGC HEMIS.

Prepared By

IT/EMIS Staff

Name: Ganesh Bahadur Karki
Position: EMIS Focal Person

Email: ganeshkarki660@gmail.com
Mobile no : 9844248653

Verified and Approved By :
Assistant Campus Chief
Name: Shivahari Nepal
Position: Assistant Campus Chief

Email: jmc.lalbandi@gmail.com
Mobile no: 9854043333




University Grants Commission (UGC)

Higher Education Management Information System (HEMIS) API
Implementation Standards and Guidelines

1. Introduction

The University Grants Commission (UGC) is implementing the Nurturing Excellence in
Higher Education Program (NEHEP) 2021/22 — 2025/26 as part of the National Higher
Education Program. To enhance data management, UGC aims to design, develop, and
implement a Higher Education Management Information System (HEMIS) that
digitalizes educational data collection, processing, storage, analysis, and reporting for
informed decision-making and policy formulation.

The primary objective is to establish a comprehensive, user-friendly, and efficient HEMIS at
multiple levels (UGC, University, and Campus/College). This system will integrate various
university and college EMIS data sources via Application Programming Interfaces (APIs)
to streamline administrative processes digitally.

HEMIS APIs ensure seamless data exchange, interoperability, and standardization across
institutions. This document outlines the guidelines for secure and standardized API-based
HEMIS integration. Integration of HEIs HEMIS through APIs aims to improve efficiency,
standardization, and security in data exchange across higher education institutions.
Compliance with these rules and regulations ensures a reliable and secure digital ecosystem
for academic data management.

This document serves as a regulatory framework for API-based HEMIS integration.
Institutions must adhere to these guidelines to ensure secure and standardized data exchange.

2. Objectives

1. Enable seamless communication between higher education institutions and central
education authorities.

2. - Ensure interoperability among different HEMIS platforms.

3. Standardize API-based data centralization while ensuring security, authentication,
and consistency.

4. Facilitate real-time data sharing between Campus — University — UGC to
support national-level decision-making and reporting.

1]Page



Campus HEMIS API based Integration with UGC HEMIS Process:

1. Testing Phase — Access to UGC HEMIS Test API
1.1. Access and Development Requirements

e Campuses or vendors developing HEMIS as per UGC guidelines can access the test
API at: https://hemisapidev.ugenepal.edu.np via only Postman.

e APl details and login credentials are provided in the API Implementation Document
(API-ID) on the UGC website.

e The HEMIS system must:
o Be intuitive and fully functional.

o Follow modern, open-source, cross-platform, scalable, and interoperable
standards.

1.2. Verification by UGC IT Personnel
*  Once the system successfully sends data to the test server, the campus must share
credentials with UGC IT personnel for their HEMIS system review.
* UGC will evaluate the system’s functionality, workflow and compliance.
o Ifcompliant: Approved.
o Ifnot: Suggestions for improvement or rejection.
1.3. Declaration for the access to production API
e After approval, the campus submits a declaration letter confirming the system is:

o Functional, user-friendly, scalable, and interoperable and compliance the attached
checklist given by UGC.

e The campus then requests access to the production APL.

2. Production Phase — Access to Live HEMIS API
2.1. Submit Details
¢  Submit the following to UGC:
o Declaration letter.
o Sub-domain details and hosting environment (only whitelisted IPs allowed).
e Requests with missing details may be rejected.
2.2. Campus creation and Setup by UGC
o Ifapproved, UGC ICT Expert:
o Creates the campus profile.
o Shares user credentials with admin priority.
: o Provides the production APl base URL.
2.3. Live Data Integration
¢ Using the credentials and production URL, the campus HEMIS can now:
o Share and fetch data with the central HEMIS system.

2|Page



3. Use and integration of test API in Campus HEMIS

The test API is accessible on the UGC official website. However, UGC's IT personnel will
review and verify campus HEMIS workflow, functionality, technology, and compliance with
UGC HEMIS guidelines before requesting the API for the system to be integrated with the
production version of UGC HEMIS. UGC reserves the right to approve or reject API requests
for production HEMIS if the system fails to meet compliance requirements.

3.1.Stakeholder responsibilities before HEMIS Integration:

4.1.University Grants Commission (UGC)

a. Maintain a dedicated test server sub-domain for HEMIS development and testing.

b. Review, verify, and validate campus HEMIS for integration possibilities, security,
functional and non-functional requirements, data completeness, and guideline
compliance.

¢. Ensure campus HEMIS sustainability, compatibility, and compliance with the
Strengthening Web-based EMIS Guidelines.

d. Develop a checklist to assess campus HEMIS functionality, scalability,
interoperability, user-friendliness, data completeness and compliance with UGC
HEMIS guidelines standards.

4.2.Universities and Campuses (HEISs)

1. Develop the system using cress-platform, open-source technologies.

2. Deploy the HEMIS under the sub-domain of the institution’s official domain
hosted application as per UGC guidelines.

3. Submit a declaration letter confirming the HEMIS is fully functional, developed,
scalable, interoperable, and user-friendly.

4. Ensure regular implementation to digitalize HEI activities and enable API-based
data sharing as per UGC guidelines.

5. Implement RESTful API-based data sharing for seamless integration with other
systems.

6. Develop a data migration plan to transition existing data while maintaining
integrity and consistency.

7. Ensure the campus HEMIS automatically synchronize with the University and
UGC HEMIS in real time (bulk data pushing is not allowed; data should be reported
instantly).

8. Implement automated backup scheduling to protect against data loss.

4. API Integration by Higher Educational Institutions (HEIs)

¢ Ensure proper implementation and adherence to API regulations.

e Maintain data accuracy, integrity, and security.

e Conduct API testing on the UGC-provided test HEMIS server before production
deployment.

¢ Deploy HEMIS infrastructure as per UGC guidelines.




Only HEIs with whitelisted IPs'can share data via API with the production UGC
HEMIS.

S. API Governance and Compliance

3.1. Regulatory Compliance

All API implementations must comply with national data protection laws.
Institutions must follow government-mandated reporting and auditing
requirements.

Data sharing agreements must be in place before granting API access.

5.2. Authorization and Access Control

Institutions must use Role-Based Access Control (RBAC) for API access.
Unique API keys and authentication tokens will be issued and maintained by the
governing body.

Unauthorized API access or data breaches will result in legal and administrative
penalties.

5.3. Security Standards

Rate limiting & throttling: Prevent API abuse with request limits.

CORS (Cross-Origin Resource Sharing): Restrict unauthorized origins for
security.

Input Validation & Error Handling: Protect against injection attacks and ensure
clear error messages.

Postman Collections: Required for API documentation and developer experience.
APIs must use HTTP standard error codes (e.g., 400 Bad Request, 500 Internal Server
Error).

5.4 Violation and Enforcement

This document defines the standardized, secure, and interoperable API-based HEMIS
integration framework. Institutions are required to follow these guidelines to ensure effective
and compliant data management within the higher education sector. HEIs may implement
these APIs only if they fully comply with the guidelines set forth by the UGC for the
development, deployment, and operation of HEMIS. Implementing agencies must also adhere
to the ICT Act and relevant policies issued by departments under ministries such as IDMC
and DolIT of the Government of Nepal (GoN), ensuring compliance with data security, system

Unauthorized API access, data breaches, or misuse will result in API suspension or
revocation.

Non-compliant HEIs may face legal actions, penalties, or loss of accreditation.
Regular audits will be conducted to ensure adherence to regulations.

design, and establishment requirements, even if not explicitly outlined in this document.

! The IP is provided by the government data center, such as IDMC or DolT, or by a server established by the respective
university. If the server is established by the university, it must adhere the standard security protocols, and the university
must submit a declaration letter accepting full responsibility for any potential challenges in data security and protection.
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FATT . (Ref.No.) : 2081/082/275 L (Estd.) : 0481(2000) fafa (Date) : 2082/01/15

. SV \e
| $(2EX )
The Chairman 2 y

University Grants Commission g5
Sanothimi, Bhaktapur

Subject: Submission of HEMIS Progress Report.

Sir,

In response to the University Grants Commission Nepal’s public announcement
regarding the submission of report on HEMIS, by the respective campuses selected

for digitalization grants, we are pleased to submit the progress report prepared by
Janajyoti Multiple Campus.

The report incorporates the guidelines for strengthening Web-based HEMIS set by
UGC Nepal.

HEMIS Software Data management link and Pass code is as follow:
Campus web address : https://jjmc.edu.np/

HEMIS Link : https://hemis.jjmc.edu.np/login?redirect=%2F

User Id : jmc.lalbandi@gmail.com

Password: lalbandi@JMCi#1

We look forward to your response.

Sincerely,

Assistant Campus Chief

Website: jjmc.edu.np
Email: jmec.lalbandi@gmail.com



Higher Education Managemer Information System(HEMIS)
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Submitted to:
UNIVERSITY GRANTS CO MMISSION (UGC)
Sanothimibhaktapur

Https//ugcnepakdu.np

Submitted by:

Janajyoti Multiple Campus
Lalbandi, Sarlahi

Accredited by University Grants Commission (UGC), Nepal, (2022)

Ph: + 977046-501550/501436, 9854043333

e-mail: jmc.lalbandi@gmail.com

website: www.jimc.edu.np
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